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UNITED STATES OF AMERICA 



) 
) 
) 
) 
) 
) 
) 
) 
) 



V- 



Prosecution Disclosure 
to the Court 



Manning, Bradley E. 

PFC, U.S. Army, 

HHC, U.S. Army Garrison, 

Joint Base Myer-Henderson Hall 

Fort Myer, Virginia 22211 



18 May 2012 



1 . On 23 March 201 2, the Court ordered the prosecution as follows: 

a. The Government will immediately begin the process of producing the damage 
assessments that are outside the possession, custody, or control of military authorities IAW RCM 
703(f)(4)(A). If necessary, the Government shall prepare an order for the Court to sign for each 
custodian. 

b. The Government shall contact Department of State (DOS), Federal Bureau of 
Investigation (FBI), Defense Intelligence Agency (DIA), Office of the National 
Counterintelligence Executive (ONCIX), and Central Intelligence Agency (CIA) to determine 
whether these agencies contain any forensic results or investigative files relevant to this case. 
The Government will notify the court NLT 20 April 2012 whether any such files exist. If they do 
exist, the Government will examine them for evidence that is favorable to the accused and 
material to either guilt or punishment. 

c. By 20 April 201 2, the Government will notify the Court with a status of whether it 
anticipates any government entity that is the custodian of classified evidence that is the subject of 
the Defense Motion to Compel will seek limited disclosure IAW MRE 505(g)(2) or claim a 
privilege IAW MRE 505(c) for the classification under that agency's control. 

d. By 1 8 May 201 2, the Government will disclose any unclassified information from the 3 
damage assessments that is favorable to the accused and material to guilt or punishment and 
provide any additional unclassified information from the damage assessments to the Court for in 
camera review IAW RCM 701(g)(2). 

e. By 18 May 2012, the Government will identify what classified information from the 3 
damage reports it found that was favorable to the accused and material to guilt or punishment. 
By 18 May 2012, the Government will disclose all classified information from the 3 damage 
assessments to the Court for in camera review IAW RCM 701(g)(2) or, at the request of the 
Government, in camera review for limited disclosure under MRE 505(g)(2). 

f. By 1 8 May 2012, if the relevant Government agency claims a privilege under MRE 
505(c) and the Government seeks an in camera proceeding under MRE 505(i), the Government 
will move for an in camera proceeding IAW MRE 505(i)(2) and (3) and provide notice to the 
Defense under MRE 505(i)(4)(A). 
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2. On 16 April 2012, the Court granted the Government's motion for leave of the Court to 
extend the time to respond from 20 April 2012 to 2 May 2012 as to whether the CIA will release 
classified information in original form, provide for limited disclosure under MRE 505(g)(2), or 
invoke the classified information privilege under MRE 505(c). 

3. On 20 April 2012, the United States notified the Court of the following: 

a. The prosecution contacted the DOS, FBI, CIA, DIA, and ONCIX to determine whether 
these agencies contain any forensic results or investigative files relevant to this case. 

(1) DOS. DOS has forensic results and investigative files. The United States reviewed 
this information for evidence that is favorable to the accused and material to either guilt or 
punishment. Additionally, prior to the Court's order, the United States produced this information 
to the defense. 

(2) FBI. FBI has forensic results and investigative files. The United States is reviewing 
this information for evidence that is favorable to the accused and material to either guilt or 
punishment. Additionally, prior to the Court's order, the United States started producing this 
information to the defense. 

(3) DIA. DIA does not have any forensic results or investigative files. 

(4) ONCIX. ONCIX does not have any forensic results or investigative files. 

b. The United States anticipates that the FBI is the only government entity that is a 
custodian of classified forensic results or investigative files relevant to this case that will seek 
limited disclosure IAW MRE 505(g)(2). 

4. On 2 May 2012, the United States notified the Court of the following: 

a. The prosecution contacted the CIA to determine whether this agency contains any 
forensic results or investigative files relevant to this case. 

CIA. The CIA has investigative files. The United States reviewed this information for 
evidence that is favorable to the accused and material to either guilt or punishment. 

b. The United States anticipates that the FBI and CIA are the only government entities that 
are custodians of classified forensic results or investigative files relevant to this case that will 
seek limited disclosure IAW MRE 505(g)(2). 

5. On 1 1 May 2012, the Court denied the Government's Motion to find the DOS Draft Damage 
Assessment not discoverable. 
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6. Forensic Results or Investigative Files . 

a. FBI. The United States completed its review of the FBI investigative file for evidence 
that is favorable to the accused and material to either guilt or punishment. On 16 March 2012, 
and immediately following the Court's issuing of the classified information protective order, the 
United States started voluntarily disclosing information from the FBI file, including information 
favorable to the accused and material to either guilt or punishment under MRE 505(g)(1). 
Except for twenty-two documents, as of the date of this response, the United States has 
voluntarily produced all information (unclassified or classified) under MRE 505(g)(1). The 
twenty-two remaining documents will be delivered to the defense on 21 May 2012 under MRE 
505(g)(1). 

b. CIA* The United States completed its review of the CIA forensic results or investigative 

m o 

files for evidence that is favorable to the accused and material to either guilt or punishment. 
Any information (unclassified or classified) the prosecution identified will be voluntarily 
produced under MRE 505(g)(1) and delivered to the defense on 21 May 2012. 

7. Damage Assessments . 

a. DOS. The DOS provided the prosecution a copy of the draft DOS damage assessment to 
make available for the defense to inspect in a government facility under MRE 505(g)(l ). See 
Enclosure. The copy does not contain redactions or summaries. The DOS authorizes only 
defense counsel and their security experts to inspect the document. The accused is not 
authorized to inspect or receive any information contained within the document. The 
prosecution requests the defense provide four duty days notice before each time they would like 
to inspect the document, so that the proper facility and government security expert may be made 
available. 

b. DIA. The United States completed its review of the DIA Information Review Task Force 
(IRTF) Final Report for evidence that is favorable to the accused and material to either guilt or 
punishment. The United States also reviewed the document for information material to the 
preparation of the defense because DIA is an intelligence agency within the Department of 
Defense. Concurrent with this response, the United States is filing ex parte a Government in 
camera Motion for Authorization of a Substitution under MRE 505(g)(2). This motion directly 
responds to whether the United States identified any information that was favorable to the 
accused and material to guilt or punishment and includes a copy of the original damage 
assessment and an alternate version. Additionally, the motion outlines other equity holders 
outside of military authorities that request certain redactions or summaries of their information. 
If the Court authorizes the substitutions under MRE 505(g)(2), then DIA and other equity 
holders are not invoking the classified information privilege under MRE 505(c) and MRE 505(i), 
and the alternative copy of the Final Report will be made available to the defense for inspection 



The United States understands its continuing obligation to review the FBI forensic results or investigative files 
until this court-martial is complete. 

The United States understands its continuing obligation to review the CIA forensic results or investigative files 
until this court-martial is complete. 
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at DIA under MRE 505(g)(1) and MRE 505(g)(2). This alternative copy includes any 
unclassified information that is responsive to the Court's Order. DIA authorizes only defense 
counsel and their security experts to inspect the document at DIA, and requires the security 
experts to be present with defense counsel. The accused is not authorized to inspect or receive 
any information contained within the document. 

c. CIA* The United States completed its review of the WikiLeaks Task Force report for 
evidence that is favorable to the accused and material to either guilt or punishment. The United 
States did not identify any unclassified information that was responsive to the Court's Order. 
Concurrent with this response, the United States is filing ex parte a Government in camera 
Motion for Authorization of a Substitution under MRE 505(g)(2). This motion directly responds 
to whether the United States identified any information that was favorable to the accused and 
material to guilt or punishment and includes a copy of the original report and an alternative 
version, if required. If the Court authorizes the substitutions under MRE 505(g)(2), the CIA is 
not invoking the classified information privilege under MRE 505(c) and MRE 505(i). 



Enclosure 

Letter from DOS, dated 1 8 May 2012, without attachment (Sensitive but Unclassified without 
Attachment) 




ASHDEN FEIN 
MAJ, JA 
Trial Counsel 
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United States Department of State 

The Ijegal Adviser 
Washington, D. C. 20520 



SECRET//NOFORN 

(SENSITIVE BUT UNCLASSIFIED when separated from enclosure) 

May 18, 2012 

Major Ashden Fein 
Trial Counsel, Criminal Law Division 
Office of the Staff Judge Advocate 
Department of the Army 

Re: United States v. Private First Class Bradley E. Manning 

Dear Major Fein: 

Enclosed please find a draft document entitled "WikiLeaks: Foreign Policy 
Impact of the Net-Centric Diplomacy Compromise" ("the draft"). The draft 
document is classified "Secret//Noforn" (i.e., Secret and not to be shared with 
foreign nationals), and is the same as was provided under cover of our April 25, 
2012 letter, except that we have now placed a watermark of the word "DRAFT" on 
each page of the draft document, whereas the previous version we provided only 
had this watermark on the cover page. 

Pursuant to the Court's orders dated May 1 1, 2012 and March 23, 2012 in 
the above referenced matter, we are providing you this draft document to allow 
defense counsel to inspect the draft inside a government facility as part of 
classified discovery. Additionally, we authorize the defense Security Experts, 
referred to in paragraph 3(f) (page 3) of the Court's March 16, 2012 Protective 
Order for Classified Information, to inspect the draft, as required by them to 
perform their functions in this case. We do not authorize the defendant to inspect 
the draft, nor do we authorize defense counsel to convey the substance of classified 
information contained in the draft to the defendant. 
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We have not declassified the draft document, nor do we anticipate doing so 
within the timeframe that this case may proceed to trial. As such, the document 
remains classified "SecretZ/Noforn" (i.e., Secret and not to be shared with foreign 
nationals). We understand that all defense counsel have a security clearance and 
have signed a Standard Form 312 Classified Information Nondisclosure Agreement 
(SF 312) and a protective order, and as such are bound to safeguard and handle the 
enclosed draft in accordance with Executive Order (EO) 13526 and the CAPCO 
standards, as well as the requirements reflected in SF 312 and the Court's 
protective order. We understand that defense counsel will be allowed to take 
notes; however, any notes of classified information will themselves be classified 
and will also be safeguarded and handled appropriately consistent with EO 13526 
and the CAPCO standards, as well as the requirements reflected in SF 3 12 and the 
Court's protective order. 

We do not object to this letter being shared with the Court or defense 
counsel. 




Very truly yours, 



Richard C. Visek 



Deputy Legal Adviser 



Enclosure: As stated 



SECRET//NOFORN 
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